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CLIMATE AND 
OPERATIONAL04

● Climate crisis and continuity
● Social value
● Liability and negligence 

CYBERSECURITY03
● Deep Fakes
● Digital domino
● Ransom attacks

ARTIFICIAL 
INTELLIGENCE02

● Innovation and rupture
● New job paradigm?
● Property protection. 

GEOPOLITICAL 01
● War and peace
● Extremism and terrorism
● Competing realpolitik



Geopolitics



Trends 2026 

● An accelerated race on the control of minerals → unease 

at China’s dominance. 

● Tariff war and the effects on acquisitive power. 

● The nuclear arms non-proliferation treaty will expire in 

February. USA and Russia must negotiate something, but 

what. 

● Electrostate v petrostate. 

● Foreign aid plummet. US has shrinked by more than 50%. 

Most impacted → women. 

Source: https://www.cfr.org/article/visualizing-2026-five-foreign-policy-trends-watch#chapter-title-0-5 

https://www.cfr.org/article/visualizing-2026-five-foreign-policy-trends-watch#chapter-title-0-5


● The International committee of the Red Cross is acting in 
100 conflicts in 40 territories, of which 15 are considered 
major conflicts → >1000 deaths/year. 

Source: https://www.icrc.org/en/article/humanitarian-outlook-2026 

https://www.icrc.org/en/article/humanitarian-outlook-2026


Trends 2026 - United Nations
● Economic centric report

● Growth is steady, not growing. 

● Economic growth uneven across regions. 

● Trade could slow down in 2026 due to tariffs. 

● Inflation is easing, but the cost-of-living squeeze persists.

● While some interest rates have been lowered, 

low-income countries remain on high-debt, high-interest 

trap.  

Source: https://unctad.org/publication/world-economic-situation-and-prospects-2026 

https://unctad.org/publication/world-economic-situation-and-prospects-2026


Trends 2026 EU
Continue working from 
priorities 2024-2029: 

● Competitiveness 
● Security and defence
● Social Fairness
● Food and water security, 

quality of nature
● Reinforcing democracy
● Global partnerships and 

foreign aid
● Modernising EU

Sources: https://commission.europa.eu/priorities-2024-2029_en and 
https://www.europarl.europa.eu/about-parliament/en/organisation-and-rules/organisation/political-groups 

https://commission.europa.eu/priorities-2024-2029_en
https://www.europarl.europa.eu/about-parliament/en/organisation-and-rules/organisation/political-groups


Source: sdgs.un.org/goals 

http://sdgs.un.org/goals


Source: sdgs.un.org/goals 

http://sdgs.un.org/goals




ISO 31000:20218
To manage uncertainty in organisations. Guidelines. 8 principles: 

● Integrated: Risk management is inseparable from operations. 

● Structured & Comprehensive: consistent approach ensures 

comparability.

● Customised: unique to each organisation and its context.

● Inclusive: engage stakeholders, consider diverse perspectives.

● Dynamic: anticipates and responses to internal and external changes.

● Best Available Information: Decisions rely on data and current feedback.

● Human & Cultural Factors: people’s behaviors influence risk.

● Continual Improvement: evolve through learning and experience. 



ISO 22301:2019 Business Continuity 
● Protect, prepare for and recover from disruptive events. 

● Same structure as other systems: Plan-do-check-act. 

● Business Impact Analysis (BIA): identify critical activities and 

determine the maximum time the business can survive without them 

(called the Maximum Tolerable Period of Disruption).

● Risk Assessment: Analyse specific threats to your operations and 

determining how likely they are to occur.

● Business Continuity Strategy: Deciding how to respond (e.g., 

relocating staff, using backup data, or switching to manual 

processes).

● Exercising, drills and testing: the standard requires regular "mock 

drills" to prove the plans actually work in a crisis.



Example of BIA
Activity Criticality Impact of Disruption

Recovery Time 
Objective (RTO)

Grid Operations & 
Load Balancing

Critical
Risk of total blackout; damage to 
physical infrastructure.

< 15 Minutes

Emergency Leak/Fault 
Repair

Critical
Immediate risk to life, fire, or 
explosion (for Gas/Power lines).

< 1 Hour

Customer Emergency 
Hotlines

High
Public panic; inability to report 
dangerous incidents.

< 2 Hours

Billing & Metering Medium Financial loss; cash flow interruption. 3–5 Days

General Admin/HR Low
Minimal immediate impact on energy 
delivery.

7+ Days







Deepfakes
● a type of synthetic media where existing images or videos are 

altered using powerful AI techniques. 

● Typically, to replace one person's likeness with another's in a 

highly realistic manner. 

● Range from harmless parodies and entertainment to malicious 

uses. 

○ Spreading misinformation and disinformation, 

○ creating non-consensual explicit content, and 

○ facilitating financial fraud or identity theft. 

Source: corkerbinning.com/deepfakes-and-the-criminal-law/ 

http://corkerbinning.com/deepfakes-and-the-criminal-law/


Malicious use of AI

● Analyse large datasets, identify vulnerable targets for scams and use 

AI-generated scripts or voice to make scams more persuasive.

● Voice cloning → vishing or voice phishing. 

● Synthetic Identity Theft: AI creates entirely new, fake identities to 

open bank accounts, apply for loans, and commit financial fraud.

● Algorithmic Bias and Discrimination →deployment of biased AI 

systems in sectors like hiring, lending, or criminal justice can 

perpetuate systemic discrimination, leading to significant civil and 

legal issues.

Source: corkerbinning.com/deepfakes-and-the-criminal-law/ 

http://corkerbinning.com/deepfakes-and-the-criminal-law/


Malicious use of AI
● Intellectual Property Theft → AI systems trained on proprietary 

data or copyrighted material can produce outputs that 

constitute IP infringement. 

● Market Manipulation:could be used to execute automated stock 

market trading aimed at manipulating stock prices or to cause 

instability for profit.

● The aftermath → complex legal challenges regarding ownership 

and responsibility. 

Source: corkerbinning.com/deepfakes-and-the-criminal-law/ 

http://corkerbinning.com/deepfakes-and-the-criminal-law/


AI and environmental misinformation
● Major use of AI to create misinformation, or respond to 

social media posts with false claims. 
● As seen during COVID19 it can create massive social 

responses. 
● Hard to know how much is out there, we only know the rate 

of increase. 
● Effects in public opinion: 

○ In Brazil, 30% believe that climate change is not caused mainly by 
human activity, and 24% believe that the “temperature record is 
unreliable or rigged”. 

○ In the United Kingdom, 29% believe that a significant number of 
scientists disagree on the cause of climate change (Climate Action 
Against Disinformation and Conscious Advertising Network, 2022).

○ Eurobarmeter research indicates that 1 in 10 Europeans deny 
climate change. 

Source: www.stockholmresilience.org/news--events/climate-misinformation/chapter-1



EU AI Act
● Entered into force in 2024. Provisions rolling out yearly.  

● World's first comprehensive legal framework for artificial 

intelligence. 

● Risk-based approach → as the potential risk to humans 

increase, the tougher the rules.

● High-Risk Systems: used in recruitment, education, or essential 

services must now fully comply with strict technical and legal 

standards.

● Transparency Rules: requirements for labeling AI-generated 

content and disclosing when a user is interacting with an AI (eg: a 

chatbot) become mandatory. 





Penalties for non compliance
General Purpose AI, a category that includes large models like GPT, 

Claude, or Gemini.

● Baseline Rules: providers must provide technical documentation, 

comply with EU copyright law, and publish a summary of the data used 

for training.

● Systemic Risk: If a model is very powerful (calculated by "floating point 

operations" or FLOPs), it faces extra scrutiny regarding cybersecurity 

and adversarial testing (called red-teaming).

● Fines: 

● Up to €35 million or 7% of total global turnover (whichever is 

higher) for using prohibited AI practices.

● Up to €15 million or 3% of turnover for non-compliance with 

other obligations (like high-risk system requirements).



Sources: corkerbinning.com/deepfakes-and-the-criminal-law







Source: govtech.com/blogs/lohrmann-on-cybersecurity/the-top-26-security-predictions-for-2026-part-1



What can you/your organisation do?

● Ethic controls in place. 

● Establish keywords. 

● Start using passkeys and biometric information rather 

than passwords. 

● Control of public data available in networks, socials. 

● Browser settings to delete everything when closing down 

the window. 

● Auto-delete data on short gaps, ie: 7 to 30 days. 

● Dual-approval of payments. 



Cybersecurity



Source: https://www.fintechfutures.com/cybersecurity/will-2025-be-the-turning-point-for-cybersecurity-in-finance-



Attacks
● Deepfake Fraud: AI-driven voice and video cloning are now 

sophisticated enough to bypass traditional detection. 

● Criminals use these to impersonate someone in real-time video calls.

● Prompt Injection:  where attackers hide malicious instructions in 

files or websites that your company's AI assistant might read, 

tricking the AI into leaking sensitive data or performing 

unauthorised actions.

● Predator Bots: traditional bot scrapers have evolved into 

self-learning bots that can probe a network’s defenses, learn from 

failures, and adapt their strategy without human input.

● Harvest Now, Decrypt Later → collect data sets, keep them, do 

something with them in the future. 





Directive 2022/2555 NIS2

● Uphold cybersecurity → government and organisations. 
● Each State to adopt a national cybersecurity strategy. 
● Consider: 

○ Supply chain (of technology and information). 
○ Vulnerability management. 
○ Cybersecurity education and awareness. 

● 18 critical infrastructure and sectors.
● Requirements for certified professionals on-site. 
● Notify authorities of incidents. 
● National response teams. 
● New proposals 2026 → expect amendments.   

Sources: https://digital-strategy.ec.europa.eu/en/news/commission-strengthens-eu-cybersecurity-resilience-and-capabilities and 
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive 

https://digital-strategy.ec.europa.eu/en/news/commission-strengthens-eu-cybersecurity-resilience-and-capabilities
https://digital-strategy.ec.europa.eu/en/policies/nis2-directive


What your organisation can do?

● Identity weakness points in the system. 
● High-profile, tech-savvy European firms are being 

targeted with precision-engineered social engineering. 
● Auto-delete information. 
● Agreed certain things in person, off-grid. 
● Identify where information flows inside→ outside the 

organisation. 
● Control systems in place. 
● Dedicated AI + cybersecurity experts. 
● Build expertise and awareness. 

Comic: Chris Wildt via CartoonStock



Climate and 
operational



Source: https://nordsip.com/2024/04/02/europe-faces-e1-trillion-of-annual-climate-change-costs-by-2100/



Important for EU 2026
January → Bulgaria adopts the Euro. 

June 2026

● Carbon Border Adjustment Mechanism (CBAM)

○  Levy on CO2 emissions of imported goods.

● EU Deforestation Regulation (EUDR) 

○ *New Deadlines: Compliance deadline for large and 

medium-sized companies is December 30, 2026. 

○ Companies must prove products like cocoa, coffee, palm oil, 

rubber, timber, etc are not sourced from deforested land. 

○ Small/Micro enterprises have until June 2027.

Source: www.stibbe.com/publications-and-insights/eu-esg-wrap-up-concluding-2025-and-stepping-into-2026 and 
sdgnews.com/eu-council-adopts-eudr-delay-2026 

http://www.stibbe.com/publications-and-insights/eu-esg-wrap-up-concluding-2025-and-stepping-into-2026
http://sdgnews.com/eu-council-adopts-eudr-delay-2026


● Expansion of CSRD Reporting: companies that were not previously subject to 

the non-financial reporting Directive but meet large company criteria has to 

collect 2025 data as a baseline year. And publish their first CSRD-compliant 

reports in 2026.

● In mid-2026, the EU Commission is expected to adopt the revised European 
Sustainability Reporting Standards. Including, simplified standards for SMEs 

and sector-specific requirements that have been under review to reduce 

administrative burdens.

● ESG Ratings Supervision: As of July 2, 2026, ESG rating providers operating in 
the EU will be subject to direct supervision by ESMA (European Securities and 
Markets Authority) to ensure transparency and prevent conflicts of interest.

● Right to Repair Directive: Member States must transpose this into national law 

by July 31, 2026. It grants consumers a new right to request repairs for 

products like washing machines, vacuum cleaners, and smartphones, even after 

the legal guarantee period has expired.

Source: www.stibbe.com/publications-and-insights/eu-esg-wrap-up-concluding-2025-and-stepping-into-2026

Sustainability Reporting + transparency



● Empowering Consumers for the Green Transition: This directive will 

apply from late 2026. It bans generic environmental claims (like 

"eco-friendly" or "green") unless they are backed by recognized 

excellence or specific legal requirements.

● Circular Economy Act: Expected in Q3 2026, this new legislative 

proposal will likely introduce horizontal standards for product 

durability, recyclability, and the use of "Digital Product Passports."

● Ocean Act (expected Q4 2026): Based on a revision of the current 

Maritime Spatial Planning Directive, this Act is meant to help meet 

the objectives of the non-legislative Ocean pact, such as restoring 

degraded coastal marine habitats and boosting a sustainable 

maritime economy. 

Source: www.stibbe.com/publications-and-insights/eu-esg-wrap-up-concluding-2025-and-stepping-into-2026

Circular economy + conservation





Finance and financial EU regulations
● Amendments to the Sustainable Finance Disclosure Regulation 

(expected Q3 2026): The EC proposed SFDR amendments 

(November 2025) to simplify disclosures and introduce new product 

labels (transition finance, ESG basic, sustainable products). The 

European Parliament and Council are expected to agree on the final 

text in 2026.

● Revision of the Taxonomy Climate Delegated Act (expected Q1 

2026): Adopted by the Commission on 4 July 2025, the revision 

completed its six-month scrutiny period. It will now enter into force. 

Simplification measures apply retroactively from 1 January 2026 (for 

the 2025 financial year), but undertakings can opt to apply them 

from the 2026 financial year.

Source: www.stibbe.com/publications-and-insights/eu-esg-wrap-up-concluding-2025-and-stepping-into-2026



● Map your exposure to key raw materials and create China plus one 

strategies. 

● Integrate the Carbon Border Adjustment Mechanism (CBAM) levy into 

cost and pricing strategies for imported goods.

● Implement a deforestation-free sourcing strategy with the correct 

papertrail in place. 

● Ensure data is collected and reports are CSRD ready. 

● Expand the adoption of lifecycle thinking and analysis to products and 

services. 

● Review and validate green claims. 

● Treat geopolitical and climate risks as recurring Board agenda items, 

integrating resilience measures into executive compensation.

What can your organisation can do? 
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