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Job Applicant Privacy Notice

A. PRELIMINARY INFORMATION

This privacy notice covers the information practices of ISEP, as well as any group companies, referred to
collectively in this document as the “ISEP”.

At ISEP, we take the privacy of your personal data very seriously and we are committed to being transparent in
how we protect and secure your personal data. We will only process your personal data in accordance with the
Data Protection Act 2018 and any other applicable law or regulation (hereinafter collectively referred to as “Data
Protection Law”.

This notice applies to everyone applying for a job at ISEP, whether you are applying for a permanent or temporary
role.

All references in this Privacy Notice to “we” and “us” is a reference to ISEP or a group company.

Please be aware that this notice does not form part of any offer of employment and we may amend it at any time.
If you are in the application process when any changes or updates are made to this notice, we will bring any such
changes to your attention as soon as possible.

B. WHAT INFORMATION DOES ISEP COLLECT ABOUT YOU?
We collect a range of information which may include, but is not limited to the following:

name, address and contact details, including email address and telephone number

details of your qualifications, skills, experience and employment history

information about your current level of remuneration, including benefit entitiements

information in relation to your nationality and entitlement to work in the UK, references and other
information included in a GV or cover letter as part of the application process

details of whether or not you have a disability for which we need to make reasonable adjustments during the
recruitment process

information about any unspent criminal records.

This information can be collected in a variety of ways including information contained in CVs, obtained from your
passport or other identity documents, or provided through interviews or other types of assessment such as online
tests and psychometrics. We may also view publicly available information and you may provide this information
directly to us.

In some cases, we may need to access to your personal data from third parties, such as references supplied by
former employers, information from employment background check providers, information from credit reference
agencies and information from criminal records checks permitted by law. In such case, we advise you to read their
privacy policies.

Special Categories of Personal Data

Under Data Protection Law, there are certain categories of personal information classified as “Special Category
Personal information” and includes genetic personal information, biometric personal information, information
about sex life or sexual orientation, race or ethnic origin, political opinions, religious or philosophical beliefs, trade
union membership and health.

ISEP will process your Special Category Personal information on different legal grounds for doing so, as described
below:
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To enable us to perform our legal obligations in respect of employment, social security. This may include:

Health information to assess and/or to comply with our obligations under the Equality Act 2010 (for example,
arequirement to make reasonable adjustments to your working conditions)

For occupational health reasons or where we are assessing your working capability. This may include:

Information about your physical or mental health, or disability status to assess whether any reasonable
adjustments are required for you during the recruitment process and, where you are successful in your role
application, carrying out a medical assessment required for your role, pension and any insurance benefits

To establish, defend or exercise legal claims in an employment tribunal or any other court of law.

C. HOW DOES ISEP PROCESS YOUR PERSONAL DATA?

We will only process your personal information when we have a lawful reason or a legitimate interest for doing so.
ISEP will process your personal information to fulfil legal or contractual obligations for relying on different legal
grounds for doing so, as further explained below:

1. To comply with our legal obligations or exercise legal rights that we have. This may include:

checks for eligihility to work in the UK as required by immigration laws, such as passport and visa
documentation

formal identification documents relating to you such as a passport or driving licence, to verify your identity
(including your date of hirth)

driving licence documentation.

2. To pursue our legitimate interests as an organisation and business, this may include:

your contact details such as your name, address, telephone number and personal email address which will be
used to communicate with you in relation to the recruitment process

Your CV, education history, employment records, professional qualifications and certifications in order for us
to consider your suitability for the job that you are applying for

Interview notes made by us during or following an interview with you in order to assess your suitability for
the role that you have applied for

Pay and benefit discussions with you to help determine whether a job offer may he made to you

Voicemails, emails, correspondence and other communications created, stored or transmitted by you on or
to our computer or communications equipment in order to progress your joh application

CCTV footage inside our office area for security reasons.

D. WHO HAS ACCESS TO YOUR PERSONAL DATA?

Your personal data may be shared internally for the purposes of the recruitment exercise. This purpose includes
members of the HR and recruitment team, interviewers involved in the recruitment process, managers in the
business area with a vacancy, and other appropriate persons who may be involved in the recruitment process for
the role that you are applying for.

The Institute of Sustainability and Environmental Professionals (formerly the Institute of Environmental Management and Assessment) Company Limited by Guarantee.
Registration Number: 03690916 Place of Registration: England and Wales. Registered Office Address: Fenland House, 15 B Hostmoor Avenue, March, Cambridgeshire, PE15 0AX



FECCN
b, 88 cer
(¢
SEFT

g iia SEP ISEPGLOBAL.ORG « INFO@ISEPGLOBAL.ORG o +44(0)1522 540 069

.‘n‘o : Ao
@ oe® Institute of Sustainability &
[ Environmental Professionals

Your personal data may be shared with a third-party recruiter/agency for the purposes of screening your
application. On receipt of your application, you consent to us forwarding your details to a third-party recruiter for
this purpose.

All of ISEP’s third party service providers are required to take the appropriate security measures to protect your
personal data. ISEP does not allow our third-party service providers to use your personal information for their own
purposes.

ISEP may also share your personal information with other third parties including public and government bodies, in
order to comply with the law, regulations or to fulfil with contractual obligations.

Please note that during the recruitment process ISEP may obtain personal information from third party sources
such as recruitment agencies, job boards and background check providers. Where ISEP receives such information
from these third parties, it will only process it in accordance with law and with this Notice. In some cases, such
third parties may act as a data controller and therefore, we advise you to read their privacy notice.

E. WHERE WILL YOUR PERSONAL DATA BE HELD?

Your personal data is stored electronically on our servers or on the servers of our third-party providers and in
some cases in hard copy form in access- restricted, locked filing cahinets, in the HR and payroll system and in
other IT systems, including our email system. When we share your information, your information may be
transferred outside of the EEA. Please note that in this case the transfer shall be executed according to Data
Protection Laws.

When we disclose your personal data to third parties, we only disclose the personal data that is necessary for
them to provide their services. We have contracts in place with such third parties in receipt of your personal data
requiring them to keep your personal data secure and not to use it other than in accordance with our specific
instructions.

All of our third-party service providers are required to take appropriate security measures to protect your
personal information. We do not allow our third-party service providers to use your personal data for their own
purposes. We only permit them to process your personal data for specified purposes and in accordance with our
instructions.

F. HOW DOES ISEP PROTECT YOUR PERSONAL DATA?

We have internal policies and controls in place to guard against data loss, destruction, misuse, and inappropriate
disclosure. ISEP has also attained the Cyber Essential Plus Certification, which is a government backed industry
support scheme to help organisations protect against common online threats.

Personal information Storage - Your personal information and Special Category personal information is stored in a
variety of secure locations including electronically on our servers or on the servers of the third parties we work
with.
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G. HOW LONG IS YOUR PERSONAL DATA RETAINED BY ISEP?

We will only retain your personal information for as long as necessary to fulfil the purposes for which we collected
it.

If your application for employment is unsuccessful, ISEP will hold your personal information on file for 6 (six)
months after the conclusion of the relevant recruitment process. If you ask ISEP to keep your personal
information on file for longer, we will hold your personal information on file for a further 6 (six) months for
consideration for future employment opportunities. At the end of that period, or once you withdraw your consent,
your personal information is deleted from our databases.

If your application for employment is successful, all the information gathered during the recruitment process will
be transferred to your personnel file and retained during your employment. You will be issued with a new privacy
notice setting out how your personal data will be dealt with now that you will become one of our employees.

H. YOUR RIGHTS UNDER DATA PROTECTION LAWS

Your Legal Rights
You have the rights set out below:

Access to Personal Information — You have the right to obtain access to the personal information that we
hold ahout you.

Change Inaccurate Information - You have the right to ask us to correct inaccurate personal information and
to update incomplete personal information.

Request to Delete Your Information - You have a right to request that we delete your personal information.
Please note that if you request us to delete your information, this will affect our ability to administer our
contract with you as a job applicant.

Request to Restrict the Processing of Your Information - You have a right to request that we restrict the
processing of your personal data. Please note that if you request this it will affect our ability to administer
our contract with you as a job applicant.

Request Your Personal Data in a Portahle Format - You may have the right to ask us to provide your personal
information in a portable format.

Object to the Processing of your Personal Information - You have a right to object to the processing of your
personal information, in which case we would need to demonstrate compelling and legitimate grounds for
the processing. Please note that if you request us to delete your information, this will affect our ability to
administer our contract with you as a job applicant.

Withdraw Consent - Where we rely on your permission to process your personal information, you have a right
to withdraw your consent at any time. Please note that if you request us to delete your information, this will
affect our ability to administer our contract with you as a job applicant

To Complain - You have the right to make a complaint at any time to the Information Commissioner's Office,
the UK regulatory authority responsible for data protection issues.

The Institute of Sustainability and Environmental Professionals (formerly the Institute of Environmental Management and Assessment) Company Limited by Guarantee.
Registration Number: 03690916 Place of Registration: England and Wales. Registered Office Address: Fenland House, 15 B Hostmoor Avenue, March, Cambridgeshire, PE15 0AX



(¢
LA

.:ék({r::,;':,;
P L SEP ISEPGLOBAL.ORG » INFO@ISEPGLOBAL.ORG » +44(0)1522 540 069

Institute of Sustainability &
Environmental Professionals

If you wish to exercise any of the rights set out above or have any questions in relation to this Privacy Notice,
please contact our Data Protection Officer via email at dpo@ISEP.org.

Please note that we may need specific information from you to help us confirm your identity and ensure your right
to access your personal data (or to exercise any of your other rights). We may also need to contact you to ask for
further information in relation to your request.

We will try to respond to your request within one (1) month.
You are under no statutory or contractual obligation to provide personal information during the recruitment

process. Please note that if you choose not to provide ISEP or its subcontractors with any of your personal data we
may not be ahle to process you application properly at all.

|. AUTOMATED DECISION MAKING

Recruitment processes are not based on automated decision-making.

The Institute of Sustainability and Environmental Professionals (formerly the Institute of Environmental Management and Assessment) Company Limited by Guarantee.
Registration Number: 03690916 Place of Registration: England and Wales. Registered Office Address: Fenland House, 15 B Hostmoor Avenue, March, Cambridgeshire, PE15 0AX



88k
LSS
e
an |SE ISEPGLOBAL.ORG » INFO@ISEPGLOBAL.ORG o +44(0)1522 540 069

Institute of Sustainability &
Environmental Professionals

~

u.‘"
®

Document History

VERSION DATE REASON FOR CHANGE

1.0 July 2021 Original version

2.0 January 2022 Added section on third party recruiters
3.0 June 2023 Notice put into new template format
4.0 September 2025 Notice put into new rebrand template.
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